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On the Adversarial Transferability of Generalized
“Skip Connections”
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and Zhouchen Lin , Fellow, IEEE

Abstract—Skip connection is an essential ingredient for mod-
ern deep models to be deeper and more powerful. Despite their
huge success in normal scenarios (state-of-the-art classification
performance on natural examples), we investigate and identify an
interesting property of skip connections under adversarial sce-
narios, namely, the use of skip connections allows easier genera-
tion of highly transferable adversarial examples. Specifically, in
ResNet-like models (with skip connections), we find that biasing
backpropagation to favor gradients from skip connections–while
suppressing those from residual modules via a decay factor–allows
one to craft adversarial examples with high transferability. Based
on this insight, we propose the Skip Gradient Method (SGM). Al-
though starting from ResNet-like models in vision domains, we fur-
ther extend SGM to more advanced architectures, including Vision
Transformers (ViTs), models with varying-length paths, and other
domains such as natural language processing. We conduct com-
prehensive transfer-based attacks against diverse model families,
including ResNets, Transformers, Inceptions, Neural Architecture
Search-based models, and Large Language Models (LLMs). The
results demonstrate that employing SGM can greatly improve the
transferability of crafted attacks in almost all cases. Furthermore,
we demonstrate that SGM can still be effective under more chal-
lenging settings such as ensemble-based attacks, targeted attacks,
and against defense equipped models. At last, we provide theo-
retical explanations and empirical insights on how SGM works.
Our findings not only motivate new adversarial research into the
architectural characteristics of models but also open up further
challenges for secure model architecture design.

Index Terms—Skip connections, adversarial attacks, transfer-
ability, model architectures.
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I. INTRODUCTION

IN DEEP neural networks (DNNs), skip connection builds
one kind of short-cut from a shallow layer to a deep layer by

connecting the input of a building block including convolution
layers or self-attention layers (also known as the residual mod-
ule) directly to its output. While different layers of neural net-
works learn different “levels” of features, skip connections can
help preserve low-level features and avoid performance degrada-
tion when adding more layers. This has been shown to be crucial
for building very deep and powerful DNNs such as ResNet [1],
WideResNet [2], DenseNet [3], and Vision Transformer [4].
However, despite their superior performance, DNNs have been
found to be extremely vulnerable to adversarial examples (or
attacks), which are input examples slightly perturbed by small
noise to fool the network into making wrong predictions [5], [6].
Adversarial examples are imperceptible to human observers and
transferable across different models [7].

Generally, adversarial examples can be crafted following
either a white-box setting (the adversary has full access to
the target model) or a black-box setting (the adversary has no
information of the target model). White-box methods such as
Fast Gradient Sign Method (FGSM) [6], Basic Iterative Method
(BIM) [8], Projected Gradient Decent (PGD) [9], and Carlini
and Wagner (CW) [10] often suffer from low transferability in
a black-box setting, thus posing only limited threats to models
which are usually kept secret in practice while only APIs are
accessible [11], [12]. Several techniques have been proposed
to improve the transferability of black-box attacks based on a
surrogate model [13], such as momentum boosting [11], diverse
input [12], and adversarial tuning [14]. Although these tech-
niques are effective, they (as well as white-box methods) all
treat the entire network (either the target model or the surrogate
model) as a single component while ignoring its inner archi-
tectural characteristics. Therefore, a natural question is raised
here:

Can the model architecture itself expose more transferability of
adversarial attacks?

In this paper, we identify one such property of the skip con-
nections used by many state-of-the-art DNNs. We first conduct
a toy experiment on the ImageNet validation dataset [15] to
investigate how skip connections affect the adversarial strength
of attacks. Adversarial examples are generated from ResNet-
18 by BIM attack and then transfer to attack target model
VGG19. For the last 3 skip connections and residual modules
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Fig. 1. Illustration of the last 3 skip connections (green lines) and residual modules (black boxes) of a ImageNet-trained ResNet-18. The success rate (“white-
box/black-box”) of adversarial attacks crafted using gradients flowing through either a skip connection (b) or a convolution module (c) at each junction point
(circle). The attacks are crafted by BIM on 5000 ImageNet validation images under maximum L∞ perturbation ε = 16 (pixel values are in [0,255]). The black-box
success rate is tested against a VGG19 target model.

of ResNet-18, we illustrate the success rate of attacks crafted
using partial gradients after removing the gradient flow through
some modules in Fig. 1. Comparing Fig. 1(b) and (c), we find
that, if we remove more gradients that go through the residual
modules while keeping the gradients through skip connections,
the success rate of the black-box attack increases significantly
to a certain degree (the top 3 rows in Fig. 1(b)). For example, the
black-box success rate is even improved from 52.52% to 62.10%
when skipping the last two residual modules (the third row in
Fig. 1(b)). This implies that gradients from the skip connections
carry more transferable information which might be exploited
by the adversary. Surely, if all the gradients are through the skip
connections rather than the residual modules, the attack success
rate will decrease as the available information about the input is
very limited for the attack.

Motivated by the above observations, in this paper, we propose
the Skip Gradient Method (SGM) to generate adversarial exam-
ples using tuneable gradients more from the skip connections
rather than the residual modules. In particular, SGM utilizes a
decay factor to reduce gradients from the residual modules. We
find that this simple adjustment on the gradient flow can serve as
a catalyst to improve the transferability of current state-of-the-art
attacks. In summary, our main contributions are:
� We identify one surprising property of skip connections in

ResNet-like models, i.e., they allow an easy generation of
highly transferable adversarial examples.

� We propose the Skip Gradient Method (SGM) to craft ad-
versarial examples using tuneable gradients more from the
skip connections. Using a single decay factor on gradients,
SGM is an appealingly simple and generic technique that
can be used by any existing gradient-based attack method.

� We provide comprehensive transfer attack experiments,
and find SGM improves the state-of-the-art transferability
benchmarks by a large margin.

The main results of convolutional neural networks with skip
connections (ResNet-like models) were published originally in
ICLR as a spotlight paper [16]. In this longer article version,
although SGM is motivated from ResNet-like models, we first
extend it not only to the currently prevailing transformer archi-
tectures [4], [17] in Section III-B, but also to almost all networks

as long as they have varying-length paths even without skip
connections (e.g., Inception [18], [19] or models from Neural
Architecture Search [20], [21]) in Section III-C. Comprehensive
experiments on 35 state-of-the-art attacks in Section V demon-
strate its effectiveness on various architectures. Furthermore, we
provide some theoretical analysis in Section IV to explore how
SGM works and a series of experiments in Section VI to illustrate
SGM can even improve the transferability in more complex
scenarios including the ensembles of models, targeted attacks,
and defense equipped models. Lastly, we provide adaptivity and
interpretability analysis on SGM in Section VII-B and reveal
that SGM can further bring benefits to other domains such as
attacking Large Language Models (LLMs) in Section VIII.

II. RELATED WORK

Existing adversarial attacks can be categorized into two
groups: 1) white-box attacks and 2) black-box attacks. In the
white-box setting, the adversary has full access to the parameters
of the target model, while in the black-box setting, the target
model is kept secret from the adversary.

A. White-Box Attacks

Given a clean example x with class label y and a target
DNN model f , the goal of an adversary is to find an adversarial
example xadv that fools the network into making an incorrect
prediction (e.g. f(xadv) �= y), while still remaining in the ε-ball
centered atx (e.g.‖xadv − x‖∞ ≤ ε). A wide range of attacking
methods have been proposed for the crafting of adversarial
examples. Here, we only mention a selection.

Fast Gradient Sign Method (FGSM) [6]: FGSM perturbs
clean example x for one step by the amount of ε along the
gradient direction:

xadv = x+ ε · sign (∇x� (f (x) , y)) . (1)

Projected Gradient Descent (PGD) [9]: PGD is an iterative
version of FGSM, which perturbs clean example x for T steps
with a smaller step size. After each step of perturbation, PGD
projects the adversarial example back onto the ε-ball of x, if it
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goes beyond the ε-ball:

xt+1
adv = Πε

(
xt
adv + α · sign

(∇x�
(
f
(
xt
adv

)
, y
)))

, (2)

where Πε(·) is the projection operation.
There are also other types of white-box attacks including

sparsity-based methods such as Jacobian-based Saliency Map
Attack (JSMA) [22], one-pixel attack [23], and optimization-
based methods such as Carlini and Wagner (CW) [10]. Although
these methods are effective in the white-box setting, they often
suffer from low transferability in the black-box setting [11].

B. Black-Box Attacks

Black-box attacks can be generated by transferability-based
method that transfers from attacking a surrogate model or query-
based method that directly generates adversarial examples on
the target model via lots of queries to the system. Query-based
method estimates the gradient of the target model via a large
number of queries, which is then used to generate adversarial
examples such as Finite Differences (FD) [24] or Natural Evo-
lution Strategies (NES) [25]. These methods all require a large
number of queries to the target model, which not only reduces
the efficiency but also potentially exposes the attack.

Alternatively, black-box adversarial examples can be crafted
on a surrogate model then applied to attack the target model.
Although the white-box methods can be directly applied on the
surrogate model, they are far less effective in the black-box set-
ting [11], [12]. Several transfer techniques have been proposed
to improve the transferability of black-box attacks and they can
be mainly classified into four different categories based on their
design principles.

Gradient-related Attacks: Previous works show that the deci-
sion boundaries vary across different architectures [7] and falling
into the local minima will largely impair the transferability
to target models. The gradient-related attacks alleviate it by
developing advanced updating strategies such as momentum
acceleration [11], [26], [27], neighborhood correlation [28],
[29], [30], [31], norm penalization [14], [32] and adaptive step
size adjustment [33], [34].

Augumentation-related Attacks: Similar to the generalization
of models, data augmentation can also improve the gener-
alization of attacks by undermining the intrinsic features. It
ensures the invariance of the attack effect when transforming
the images with augmentations and thus maintains its threats to
diverse architectures. Earliest work develop simple augmenta-
tions such as random resizing or padding [12], [35], frequency-
based noises [36], random masking [37] or rotating the split
patches [38]. More advanced methods are further exploited such
as diverse augmentations for each image block [39], automatic
augmentation selection to each image [40], or applying a stylized
network for the customized enhancement [41].

Feature-related Attack: Since the aim of the attacks is to
induce misclassification, an intuitive approach is to craft ad-
versarial perturbations with the cross-entropy loss. However,
previous work [42] reveals that the intermediate features might
be a better choice since they share high similarity across mod-
els. Motivated by this finding, feature-based attack attempts to
craft the adversarial example by increasing its perturbation on

a pre-specified layer of the model. Earliest work [43] shows
that directly maximizing the differences of feature maps will
only obtain unsatisfied performances because only the important
features contribute to the classification. Therefore, FIA [44] and
NAA [45] introduce the backward gradients and the decomposed
integral respectively as the soft mask to filter out unrelated
features. Experience from other categories, such as updating the
weighted matrix with momentum [46], averaging it on multiple
inputs [47], ensembling features across multiple layers [48] and
blending benign and adversarial features [49] is illustrated to
be successful in further improving the performances of those
attacks.

Parameter-related Attack: Noticing that although exploring
powerful attack algorithms is crucial, the influence of model
parameters on black-box transferability is another intriguing
perspective to study. Particularly, in [50], they observe that a
little adversarial robustness improves the transferability in a
novel margin (>10%). Other techniques are also studied, such
as training the surrogate model with knowledge distillation [51],
[52], or adversary-centric contrastive learning [53]. All of them
can help attackers improve the black-box transferability with a
novel margin while maintaining the attack algorithm unchanged.

Although the above transferability techniques are effective,
they either 1) treat the network as a single component or 2) utilize
intermediate layer outputs without considering the architectural
structure of the model. Closely related to our work, ViT-specific
attacks [54], [55], [56], [57] aim to enhance transferability by
leveraging architectural components unique to Transformers.
However, these methods are limited to ViT architectures and are
orthogonal to our approach. MUP [58], on the other hand, im-
proves attack performance by masking unimportant components
during backpropagation. In contrast, our work explicitly exploits
a fundamental architectural perspective to enhance adversarial
transferability in a principled and generalizable manner.

III. PROPOSED SKIP GRADIENT METHOD (SGM)

In this section, we first introduce the gradient decomposition
of skip connection and residual module. Following that, we
propose our Skip Gradient Method (SGM) for ResNet-like ar-
chitectures, then extend it to transformer architectures and other
modern models with varying-length paths.

A. SGM for ResNet-Like Architectures

In ResNet-like neural networks, a skip connection uses iden-
tity mapping to bypass residual layers, allowing data to flow from
a shallow layer directly to subsequent deep layers. Thus, we can
decompose the network into a collection of paths of different
lengths [59]. We denote a skip connection together with its
associated residual module as a building block (residual block)
of a network. Considering three successive building blocks (eg.
zi+1 = zi + fi+1(zi)) in a residual network from input z0 to
output z3, the output z3 can be expanded as:

z3 = z2 + f3(z2) = [z1 + f2(z1)] + f3 (z1 + f2 (z1))

= [z0 + f1 (z0) + f2 (z0 + f1 (z0))]

+ f3 ((z0 + f1 (z0)) + f2 (z0 + f1 (z0))) . (3)
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Fig. 2. Diagrams for performing SGM during the backpropagation on various prevailing architectures.

According to the chain rule in calculus, the gradient of a loss
function � with respect to input z0 can then be decomposed as,

∂�

∂z0
=

∂�

∂z3

∂z3

∂z2

∂z2

∂z1

∂z1

∂z0

=
∂�

∂z3

(
1 +

∂f3
∂z2

)(
1 +

∂f2
∂z1

)(
1 +

∂f1
∂z0

)
. (4)

Extending this toy example to a network with L residual blocks,
the gradient can be decomposed for all residual blocks as,

∂�

∂x
=

∂�

∂zL

L−1∏
i=0

(
∂fi+1

∂zi
+ 1

)
∂z0

∂x
, (5)

where z0 = x is usually the input to the first residual blocks.
To use more gradient from the skip connections, here, we

introduce a decay parameter into the decomposed gradient to
reduce the gradient from the residual modules, as shown in
Fig. 2(a). Following the decomposition in (5), the “skipped”
gradient is,

∇x� =
∂�

∂zL

L−1∏
i=0

(
γ
∂fi+1

∂zi
+ 1

)
∂z0

∂x
, (6)

where γ ∈ (0, 1] is the decay parameter. Accordingly, given a
clean example x and a DNN model f , an adversarial example
can be crafted iteratively by,

xt+1
adv =Πε

(
xt
adv+α · sign

(
∂�

∂zL

L−1∏
i=0

(
γ
∂fi+1

∂zi
+1

)
∂z0

∂x

))
.

(7)

During the backpropagation process, SGM simply multiplies
the decay parameter to the gradient whenever it passes a residual
module. Therefore, SGM does not require any computation over-
head, and works efficiently even on densely connected networks
such as DenseNets.

B. Extending SGM to Transformers

Recently, Vision Transformers (ViTs) [4] have achieved com-
petitive performance in vision tasks through the use of self-
attention mechanisms. Since the basic building block of ViTs
is composed of a self-attention layer, an MLP layer, and some
skip connections, extending SGM to ViTs is straightforward.

Illustrative experiments demonstrating this extension are pro-
vided in Fig. 6 in Appendix A, available online.

Recall that the gradient flow through a basic block of ResNet
consists of two parts, i.e., one through the residual module fl,
and the other through the skip connection. Using SGM, we decay
the gradient flow through the residual module by multiplying γ
while keeping the other gradient flow unchanged as illustrated
in Fig. 2(a). Similarly, for the basic block of ViTs, the input z0

is first processed by a multi-head attention module A1 and an
identity function (skip connection) in parallel. Its output z′

1 is
further processed by a multi-layer perceptionM1 and an identity
function in parallel. Therefore, the output of the transformer
block consists of 4 terms:

z1 = M1(z
′
1) + z′

1

= M1 (A1(z0) + z0) +A1(z0) + z0 (8)

According to the chain rule, the gradient of the loss function �
with respect to the input z0 can be formulated as,

∂�

∂z0
=

∂�

∂z1

∂z1

∂z′
1

∂z′
1

∂z0
=

∂�

∂z1

(
∂M1

∂z′1
+ 1

)(
∂A1

∂z0
+ 1

)
.

(9)

It is almost same as (5), if we set L = 2, f1 = A1, and f2 =
M1. Further, we can easily extend SGM to a L-layer vision
transformer illustrated in Fig. 2(b):

∂�

∂x
=

∂�

∂zL

L−1∏
l=0

(
γ
∂Ml+1

∂z′l+1

+ 1

)(
γ
∂Al+1

∂zl
+ 1

)
∂z0

∂x

=
∂�

∂zL

L−1∏
l=0

(
γ2 ∂Ml+1

∂z′l+1

∂Al+1

∂zl

+ γ
∂Ml+1

∂z′l+1

+ γ
∂Al+1

∂zl
+ 1

)
∂z0

∂x
, (10)

where x is the raw image before patch embedding, z0 is the
input to the 1-st transformer block after patch embedding, and
γ is a factor for decaying the gradient.

Note that we have expanded the gradient into 4 parts in (10).
The gradient flow through both the attention module Al and
the perception module Ml is decayed by γ2, the gradient flow
through only one module (Al or Ml) is decayed by γ, and the
gradient through only skipping connections is unchanged. In
other words, the more modules a gradient flow goes through,
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the more we decay it. This motivates us to further extend SGM
to models with varying-length paths.

C. Extending SGM to Architectures With Varying-Length Paths

The above model architectures all include skip connections
whose role can be regarded as providing different lengths of
paths from the input to the output. However, unfortunately, not
all modern models have skip connections. Therefore, in this part,
we attempt to extend the proposed SGM to architectures without
skip connections but with varying-length paths.

Taking Inception-V3 as an example, as shown in Fig. 2(c),
there are 4 different parallel processing paths in a basic block,
e.g., a single convolutional layer P1,1, a combination of pooling
and a convolutional layer P1,2, and two or three successive
convolutional layers: P1,3 and P1,4. For the first layer, if we
denote the input with z0, the output of this basic block z1

consists of 4 parts:

z1 = P1,1(z0) + P1,2(z0) + P1,3(z0) + P1,4(z0), (11)

where each part goes through different numbers of convolutional
layers, that is, every gradient flow goes through a varying-length
path.1 According to the chain rule, the gradient of the loss
function � with respect to the input can be derived as,

∂�

∂x
=

∂�

∂z1

(
∂P1,1

∂z0
+

∂P1,2

∂z0
+

∂P1,3

∂z0
+

∂P1,4

∂z0

)
. (12)

Inspired by SGM in ResNet and ViTs, we decay the gradient
by multiplying γ every time the gradient flow goes through a
parametric module (e.g., convolutional layer). Note that, since
pooling is an extremely simple operation, we do not decay
the gradient when the gradient flow goes through it. Thus,
we obtain:

∂�

∂x
=

∂�

∂z1

(
γ
∂P1,1

∂z0
+ γ

∂P1,2

∂z0
+ γ2 ∂P1,3

∂z0
+ γ3 ∂P1,4

∂z0

)
.

(13)

Since paths of varying lengths are almost ubiquitous in mod-
ern deep models, SGM is a generic method that can be applied
to a wide range of model architectures, including those designed
via Neural Architecture Search (NAS). The principle is that the
gradient from the shorter path should dominate those from the
longer path when crafting adversarial examples. This intuition
is empirically validated by the illustrative experiments shown in
Fig. 7 in Appendix A, available online.

IV. THEORETICAL ANALYSIS OF SGM

From a data distribution perspective, deep models tend to
perform well on samples that are independently and identi-
cally distributed (IID) with the training data, but often fail
to generalize to out-of-distribution (OOD) inputs. Therefore,
adversarial examples crafted in directions that move samples
away from the original data distribution tend to achieve higher
transferability. This suggests that a perturbation achieves better

1We regard the length of a path using the number of parametric layers in this
path.

transferability when it aligns more closely with the direction that
shifts the sample distribution away from the training data [60].
Utilizing this property, [60] proposed a metric measuring the
similarity between adversarial attack direction ∇x� and the di-
rection of moving sample away from its original data distribution
pD(x|y) (Intrinsic attack) called AAI (Alignment between the
Adversarial attack and Intrinsic attack) to measure the transfer-
ability of a given attack:

AAI {∇x�} = EpD(y)EpD(x|y)

〈 ∇x�

‖∇x�‖2 ,∇xlogpD(x|y)
〉

= EpD(y)EpD(x|y)Ep(v)

[
v	∇x

∇x�v

‖∇x�‖2

]
+ C,

(14)

where v is the Gaussian random vector v ∼ N (0, I) and C
is a constant only related to the data distribution. Although
the ground truth data distribution is not known, we can eas-
ily estimate its gradient ∇xlogpD(x|y) via Langevin dynam-
ics [61], and the gradient only considers attacks from the
view of data distribution, which is supposed to be a gen-
eral attack that can transfer well among different models. As
demonstrated in [60], larger AAI means the attack direction
aligns better with the direction away from the data distribution
and the generated adversarial examples thus enjoying better
transferability.

Revisiting our proposed SGM, it modifies the gradients of
generating adversarial examples (∇x� in (14)) through tuning a
hyper-parameter γ to affect the AAI metric. In the following, we
formally analyze why SGM can work through introducing the
hyper-parameter γ under the view of data distribution. Proofs
are in Appendix C, available online.

Proposition 1: Consider the following binary-classification
residual model as follows:

ŷ = x+ g(x)

with x ∈ R
2, ŷ ∈ R

2 is the one-hot label vector, and g(x) is
a residual block with learnable parameters. If the attack is
generated with the hinge loss on a certain class:

�(ŷ, y) =
∑
i

yi max (0, 1− ŷi) ,

with y as a label. If ‖∇xg(x)‖F ≤ 1 and 0 ≤ ∂2 g
∂x2

i
≤ ∂2 g

∂xi∂xj

for all x in ground-truth data distribution pD(x|y) with i, j ∈
{1, 2}, there exist a γ ∈ (0, 1) which makes

AAISGM ≥ AAIORI,

where AAISGM denotes the alignment between the SGM at-
tack direction ∂�

∂ŷ (1 + γ ∂f
∂x ) and the log ground-truth class-

conditional data, while AAIORI denotes the alignment between
the vanilla one-step attack direction ∂�

∂ŷ (1 +
∂f
∂x ) and the log

ground-truth class-conditional data.
From the above proposition, we can see that our SGM’s

gradient aligns better with the direction away from the original
data distribution compared with the vanilla scheme under a
certain loss. Therefore, SGM enjoys better transferability. Note
that this is only one type of theoretical explanation for SGM
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under a specific setting. Comprehensive verification experiments
on SGM under various settings are shown in the following
sections.

V. EXPERIMENTS UNDER DIFFERENT ARCHITECTURES

In this section, we demonstrate the catalytic effect of SGM
on black-box transferability by combining it with the existing
methods on the ImageNet dataset [15] under various architec-
tures.

Competing Attacks: We evaluate the transferability of 35
state-of-the-art attacks, both before and after integrating them
with SGM: 1) White-box: PGD [9]; 2) Gradient-related: MI [11],
PI [26], DTA [34], GRA [31], PC-I [29], PGN [32], GI [27],
RAP [14], AI-FGTM [33], VAI [28], and SMI-FRSM [62]; 3)
Augmentation-related: DI [12], Admix [63], SIM [41], VT [64],
S2I [36], AITL [40], MaskBlock [37], STM [41], BSR [38], and
SIA [39]; 4) Feature-related: FIA [44], NAA [45], RPA [47],
TAIG [65], FMAA [46], ILPD [49], and MFAA [48]; 5)
Parameter-related: DSM [66] and RFA [67]; 6) ViT-specific:
TGR [56], VDC [57], PNA [54] and SAPR [55]. Due to the space
constraints, we only select some representative attacks from each
category and one representative source model per architecture in
the main paper. For comprehensive results across more attacks
and architectures, please refer to Appendix D, available online.
We select Masking Unimportant Parameters (MUP) attack [58]
as our baseline for comparison. All attacks are conducted under
standard settings [11], [12] to generate untargeted adversarial
examples with a maximum L∞ perturbation of ε = 16 (on pixel
values in [0, 255]), using a step size α = 2 and 10 iterations.
For SGM, the decay factor is set to γ = 0.6. Some examples of
generated images are shown in Appendix B, available online.
For fairness, all attack-specific hyperparameters are configured
as described in their respective original papers.

Threat Model: We adopt a black-box threat model in which
adversarial examples are generated by attacking a source model
and then applied to attack the target model. The attacks are
crafted on 5000 randomly selected ImageNet validation images
that are classified correctly by all source models, and are repeated
for 5 random runs.

Source and Target Models: Three kinds of architectures are
selected as our source models to show the catalytic effect of SGM
on attack transferability: 1) ResNet-like CNNs: ResNet-50 [1]
and DenseNet-201 [3]; 2) Vision Transformers: ViT-B [4] and
Mixer-B [17]; 3) Models with varying-length paths: Inception-
V3 [18] and P-DARTS [68]. For target models, we consider
both architectures with or without skip connections, covering
almost all popular architectures: VGG16 [69], VGG19 [69],
ResNet-152 (RN152) [1], DenseNet-201 (DN201) [3], 154 layer
Squeeze-and-Excitation network (SE154) [70], ConViT-B [71],
TNT-S [72], Visformer-S [73], Inception V4 (IncV4) [19], and
Inception-ResNetV2 (IncResV2) [19]. Whenever the input size
of the source model does not match the target model, we resize
the crafted adversarial images to the input size of the tar-
get model. For Inception/Inception-ResNet models, images are
cropped and resized to 299× 299 while for other architectures,
images are cropped and resized to 224× 224.

A. SGM in ResNet-Like CNNs

In Section III-A, we propose that SGM can be easily per-
formed on the ResNet-like CNNs considering skip connections
are their basic building component. Therefore, in this section,
we further conduct experiments by selecting ResNet-50 and
Densenet-201 as the source models to demonstrate its effec-
tiveness.

ResNet-50 and DenseNet-201: We summarize the represen-
tative results of ResNet-50 in Table I (full results in Table IX of
Appendix D, available online). The results on DenseNet-201
can be found in Table X in Appendix D, available online.
Across all scenarios, our proposed SGM consistently enhances
attack success rate (ASR) when combined with existing attacks,
outperforming the performance of MUP. For example, the ASR
of the vanilla SMI-FRSM attack on SENet-154 is 47.96%. But
after combining with SGM, the ASR increases significantly to
62.09%, representing an improvement of over 10%. In contrast,
MUP yields a smaller gain of only 5.31%. Similar observations
are also observed for DenseNet-201, except that the source and
target models have the same architectures.

B. SGM in Vision Transformers

In Section III-B, we extend SGM to ViTs since they also
have skip connections. Here, we conduct a series of experiments
to demonstrate its effectiveness. In addition to architecture-free
attacks, we also include ViT-specific attacks for integration with
SGM.

ViT: Due to space constraints, we present representative re-
sults on ViT-B in Table II, and refer readers to Appendix D,
available online (Table XI) for the full results. Across all settings,
SGM consistently improves transferability. For instance, when
PGD is combined with SGM, the ASR on VGG16 increases
from 16.34% to 21.04%. Similar gains are observed for ViT-
specific attacks: for example, integrating SGM with TGR on
TNT-S yields a 1.57% improvement on ASR. When comparing
transferability across target models, we observe that black-box
attacks tend to succeed more easily on architectures that share
higher similarity with the source model. For example, under
the PGD attack, ConViT-B and TNT-S exhibit higher ASRs
than Visformer-S. This is likely because Visformer-S replaces
key ViT components (e.g., MLP layers and layer normalization)
with convolutional layers and batch normalization, reducing its
structural similarity with ViT-B. Additionally, shallower models
are generally more vulnerable than deeper ones: all attacks
achieve higher ASRs on VGG16 compared to VGG19.

MLP-Mixer: We also evaluate SGM on another ViT variant,
i.e., MLP-Mixer [17], which substitutes the self-attention mod-
ules in ViTs with multilayer perceptrons (MLPs), while still
achieving competitive performance on standard image bench-
marks.2 Following the same approach as for ViTs, SGM can
be directly applied to MLP-Mixer models. Results reported in
Table XII (Appendix D, available online) show that SGM not
only enhances MLP-to-ViT transferability but also improves
transferability from MLPs to CNNs, including ones with skip

2https://paperswithcode.com/sota/image-classification-on-imagenet
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TABLE I
MULTI-STEP TRANSFERABILITY (%±STD OVER 5 RANDOM RUNS) USING RESNET-50 AS THE SOURCE MODEL: THE ATTACK SUCCESS RATES OF DIFFERENT

METHODS AND THE BEST RESULTS ARE IN BOLD

TABLE II
MULTI-STEP TRANSFERABILITY (%±STD OVER 5 RANDOM RUNS) USING VIT-B AS THE SOURCE MODEL: THE ATTACK SUCCESS RATES OF DIFFERENT METHODS

AND THE BEST RESULTS ARE IN BOLD

TABLE III
MULTI-STEP TRANSFERABILITY (%±STD OVER 5 RANDOM RUNS) USING INCEPTION-V3 AS THE SOURCE MODEL: THE ATTACK SUCCESS RATES OF DIFFERENT

METHODS AND THE BEST RESULTS ARE IN BOLD

connections and the others with varied length. For example,
SGM improves the ASR of DI attack by 10.42% on ConViT-B
and by 7.30% on VGG16.

C. SGM in Models With Varying-Length Paths

In Section III-C, we present that SGM can be extended into a
broader range of architectures with varying-length paths. In this
part, taking Inception [18] and models from Neural Architecture
Search (NAS) [74] as examples, we evaluate the effectiveness
of SGM in models without skip connections.

Inception Models: Inception is a widely used architecture such
as Inception-V3 illustrated in Fig. 2(c). Using Inception-V3 as

the source model, we evaluate the transferability of adversarial
examples generated with and without SGM on a variety of
target models. Representative results are reported in Table III,
and full results are provided in Table XIII in Appendix D,
available online. Similarly, SGM yields notable improvements
in transferability and outperforms MUP across most settings.
Interestingly, despite the source model lacking skip connections,
SGM still enhances transferability to target models both without
skip connections (e.g., VGG19) and with skip connections (e.g.,
ResNet-152). This suggests that the effectiveness of SGM is not
limited to models with explicit skip connections.

Models from Neural Architecture Search: While the above
models are hand-designed by experts, NAS techniques aim to
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TABLE IV
THE ATTACK SUCCESS RATES (%±STD OVER 5 RANDOM RUNS) OF DIFFERENT METHODS ON 10 TARGET MODELS ADOPTING AN ENSEMBLE OF MODELS AS THE

SOURCE MODEL. THE BEST RESULTS ARE IN BOLD.

design diverse structures automatically. To verify the generality
of SGM, we evaluate it on a representative NAS-generated
model, P-DARTS [68]. Following the implementation strategy
used for Inception, we apply gradient decay by multiplying
a decay factor γ at every ReLU activation along the back-
propagation path. The results are summarized in Table XIV in
Appendix D, available online. Again, SGM consistently en-
hances transferability, even when combined with advanced tech-
niques such as MaskBlock where the attack success rate on
VGG19 increases from 22.64% to 31.94% with the integration
of SGM. These results collectively demonstrate that SGM is a
general and architecture-agnostic technique that can be effec-
tively integrated with various attack methods—even in models
without explicit skip connections.

VI. EXPERIMENTS UNDER COMPLEX SCENARIOS

We further evaluate the effectiveness of SGM under more
challenging and realistic settings, including ensemble-based
attacks, targeted attacks, and scenarios where target models are
equipped with defense mechanisms. Our experiments demon-
strate that SGM consistently improves ASR even in these com-
plex settings, highlighting its robustness and practical utility in
real-world adversarial scenarios.

A. Evaluation of SGM on Ensemble Models

Model ensemble is a widely adopted technique in machine
learning to improve performance by combining multiple indi-
vidual models [75]. In the adversarial context, [7] demonstrated
that aggregating gradients from an ensemble of surrogate models
can significantly enhance the transferability of black-box attacks
by leveraging more information from different architectures.

Building on this insight, we investigate whether SGM can
serve as a complementary component in such ensemble-based
attacks. Specifically, we construct a surrogate model by en-
sembling three architectures: ResNet-50, DenseNet-201, and
Inception-V3. The target model configuration and attack settings
follow those described in Section V, with the decay parameter
for SGM set to γ = 0.8.

The results, summarized in Table IV, show that integrating
SGM consistently improves performance across various target
architectures. For instance, against SE154, the success rate of
MFAA increases from 61.70% to 90.32% after applying SGM.
These results demonstrate that SGM can be effectively com-
bined with ensemble-based attacks to further enhance black-box
transferability.

B. Combination of SGM With Target Attacks

In the previous sections, we have demonstrated that SGM acts
as a universal catalyst, significantly enhancing the performance
of untargeted black-box attacks. However, in real-world scenar-
ios, attackers sometimes also aim for targeted attacks, which
are more challenging as they require manipulating the model’s
prediction toward a specific, pre-defined class.

To evaluate the applicability of SGM in this setting, we
consider four recent advanced targeted attacks as baselines:
Logit [76], FFT [77], CFM [78], and Logit-Margin [79]. ResNet-
50 is selected as the source model, and we assess the transferabil-
ity against ten different target models. Following the protocol
in [78], we increase the total number of iterations to 300 to
allow targeted perturbations sufficient convergence. All other
hyperparameters are kept consistent with the untargeted setting.

As shown in Table V, integrating SGM improves the perfor-
mance of all targeted attacks. For example, in the case of CFM,
the ASR on ConViT-B increases from 39.02% to 47.10% after
applying SGM, with almost no additional computational cost.
Similar to the untargeted scenario, the architectural similarity
between source and target models also plays a key role in trans-
ferability: CNN-based targets consistently yield higher ASRs
than ViT-based ones.

C. Robustness of SGM Against Existing Defenses

To alleviate the threat of adversarial attacks, multiple defense
approaches have been developed, which can be categorized
into four groups: 1) adversarial training (AT) [9], [80], [81],
[82], 2) certified robustness [83], [84], 3) denoised models [85],
and 4) purified-based defenses [86]. For AT-based defenses, we
evaluate the effectiveness of SGM against three representative
methods: Fast-AT [87], CFA [81], and Robust Architectures
(RA) [82]. For the other categories, we select one representative
from each: Random Smoothing (RS) [83] for certified defenses,
High-Level Representation Guided Denoiser (HGD) [85] for
denoising-based defenses, and Neural Representation Purifier
(NRP) [86] for purification-based defenses. Detailed settings
are provided in Appendix E, available online.

As shown in Table VI, SGM consistently enhances the ability
of existing attacks to bypass various defenses. This improvement
arises from SGM’s ability to leverage more gradients from the
path with shorter lengths, thereby better preserving adversarial
perturbations. Among the evaluated defenses, AT-based methods
(Fast-AT, CFA, RA) yield the lowest ASRs, even against some
advanced attacks like MFAA, consistent with findings in [88].
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TABLE V
THE ATTACK SUCCESS RATES (%±STD OVER 5 RANDOM RUNS) OF TARGETED ATTACKS USING RESNET-50 AS THE SOURCE MODEL. THE BEST

RESULTS ARE IN BOLD.

Fig. 3. The attack success rates of 10-step PGD combined with SGM with varying decay parameter γ. Each figure represents different source models: (a) RN50,
(b) ViT-B, and (c) IncV3. Curves denote results against different target models.

TABLE VI
RESISTANCE TO DEFENSE (%±STD OVER 5 RANDOM RUNS): THE SUCCESS

RATES OF DIFFERENT ATTACKS AGAINST DEFENSE METHODS WITH OR

WITHOUT SGM. THE BEST RESULTS ARE IN BOLD.

Nonetheless, SGM remains effective even in these challenging
settings. For instance, against CFA, SGM improves the ASR of
RFA from 9.40% to 13.13% (+3.73%). These results highlight
SGM’s potential to enhance attack strength even in the presence
of defenses.

VII. EMPIRICAL UNDERSTANDINGS OF SGM

Beyond demonstrating the effectiveness of SGM across var-
ious scenarios, we conduct a series of comprehensive experi-
ments to gain deeper empirical insights for SGM.

A. The Selection of Hyperparameter γ

Here, we first analyze the influence of the hyperparameter γ
and then provide practical guidance for its selection. Specifi-
cally, we vary γ ∈ [0.1, 1.0], where γ = 1.0 indicates no decay
on residual gradients. To ensure that our guidance can be applied
across different architectures, we select 6 models, i.e., ResNet50,
DenseNet201, ViT-B, Mixer-B, Inception-v3, and P-DARTS as
source models. The results of ResNet50, ViT-B and Inception-v3

are shown in Fig. 3. For the results of the other three models,
please refer to Fig. 9 in Appendix F, available online.

First, we observe that the transferability trends with respect to
the decay parameter γ are highly consistent. For example, using
ResNet-50 as the source model, decreasing γ (i.e., applying
stronger decay) generally improves transferability, with perfor-
mance peaking around γ = 0.2. A similar trend is observed on
source models without skip connections (e.g., Inception-V3),
where transferability improves consistently as γ decreases, with
optimal performance typically achieved around γ = 0.6.

When comparing the optimal γ values across different source
models, we find a clear distinction based on architectures. For
models with skip connections (e.g., ResNet-50, ViT-B), smaller
γ values tend to yield better transferability. This is likely because
skip connections inherently provide more transferable gradient
pathways, allowing these models to benefit from a stronger
decay on the residual gradients. In contrast, for models without
skip connections (e.g., Inception-V3), a larger γ is preferable
to retain useful low-level signals propagated through shorter
paths–stronger decay (i.e., smaller γ) may cause gradient van-
ishing along these paths. Based on this analysis, we set γ = 0.6
throughout our main experiments, as a balanced trade-off across
different architectures: it is neither too aggressive for models
without skip connections nor too conservative for those with
them.

Nonetheless, we emphasize that optimalγ values can be easily
tuned in practice, as our experiments reveal that the optimal set-
ting is primarily determined by the source model, and is largely
invariant across different target models. This significantly sim-
plifies the hyperparameter selection process: one can calibrate γ
solely based on the source model architecture, without needing
to account for each specific target model. For instance, as shown
in Fig. 3(a), even when the actual target model is DN201 (red
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Fig. 4. SmoothGrad of different models on the ImageNet dataset. The average
confidence (%) of four architectures on the ground truth class is (a) Hammerhead:
99.47. (b) Toilet tissue: 95.38. (c) Espresso: 87.36. (d) Granny Smith: 99.54.

curve), tuning γ on ResNet-50 to attack RN152 (green curve)
still leads to the optimal value γ = 0.2, which also performs well
against DN201. Similar patterns are observed for source models
without skip connections—for example, in Fig. 3(c), TNT-S and
VGG16 share a similar optimal γ when using Inception-V3 as
the source.

B. Adaptivity and Interpretability of SGM

We further examine the adaptability of SGM from two per-
spectives: varying attack budgets and adaptive decay strategies.
As detailed in Appendix H, available online, under different
perturbation budgets ε, SGM consistently yields substantial
relative improvements on transferability. Moreover, in Appendix
G, available online, we explore different decay strategies for
SGM. Specifically, we consider: 1) module-wise decay, where
separate decay factors are assigned to different architectural
components—namely, γattn for self-attention layers and γmlp

for MLP blocks in ViTs. We find that transferability is highly
sensitive to the decay of attention gradients. And 2) decay
frequency along the path, where the decay is applied either once
per residual path or multiple times at each parametric module in
Inception. The results consistently show that decaying gradients
at each parametric module is critical for achieving stronger
transferability.

To gain deeper insight into how SGM influences feature
learning, we visualize the perturbed regions using Smooth-
Grad [89] on ResNet-like models. In Fig. 4, we present Smooth-
Grad maps for four models (DN121, DN201, RN18, RN50)
on high-confidence images from the ImageNet validation set.
These visualizations show that different architectures rely on
different predictive features and perturb them in distinct ways,
which helps explain the low transferability of vanilla adversarial
examples. Building on this, we apply PGD+SGM with different
γ and visualize the resulting features in Fig. 5. We find that
smaller γ values lead to broader feature activation, indicating
that SGM encourages perturbations to shift from highly local-
ized patterns to more global, transferable features. To quantify
this effect, we evaluate the transferability of models in Fig. 5
against ResNet-50. As shown in Table VII, the confidence of the

Fig. 5. SmoothGrad of DenseNet-121 with varying γ. When we decay the
gradient from skip connections, the features gradually change from local to
global.

TABLE VII
THE CONFIDENCE (%) OF ADVERSARIAL SAMPLES ON GROUND-TRUTH CLASS

(AVERAGE OVER 5 RANDOM SEEDS). LOWER RESULTS MEAN HIGHER

BLACK-BOX TRANSFERABILITY. HERE THE ALPHABETS, E.G. (A), REPRESENTS

THE SAME IMAGES SHOWN IN FIG. 5. THE BEST RESULTS ARE IN BOLD.

ground-truth class on the target model significantly decreases as
γ decreases. This indicates that applying SGM can effectively
introduce more global features into adversarial perturbation,
which improves the transferability and enhances threats to target
models.

VIII. EXTENDING SGM TO ATTACK LARGE LANGUAGE

MODELS

Adversarial examples are not limited to the vision domain—
they also emerge in natural language processing tasks, partic-
ularly with Large Language Models (LLMs). Known as “jail-
break attacks” [90], [91], [92], these adversarial inputs involve
appending seemingly meaningless suffixes to prompts, which
can trigger unintended or harmful model behavior. Similar to
black-box attacks in vision, such adversarial suffixes can be
crafted using a surrogate LLM and then transferred to attack
unseen target LLMs [90].

Given that LLMs are fundamentally composed of Trans-
former blocks, SGM can be readily extended to this domain
by combining it with gradient-based jailbreak attack strategies.
In particular, we integrate SGM into the GCG attack frame-
work [90], one of the most effective and widely used methods.
Following the setup in the original GCG paper, we consider two
scenarios: 1) individual setting where an adversarial suffix is op-
timized for a single attack prompt; and 2) multiple setting where
a universal suffix is jointly optimized over multiple training
prompts and then evaluated on new, unseen prompts. Implemen-
tation details and hyperparameter configurations are provided
in Appendix I, available online. We use Vicuna-7B [93] as the
surrogate model to craft adversarial suffixes and evaluate their
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TABLE VIII
TRANSFERABILITY (%±STD OVER 2 RANDOM RUNS) OF ADVERSARIAL SUFFIX

WITH γ = 0.8: THE ATTACK SUCCESS RATES OF JAILBREAK ATTACKS FOR

LLMS WITH OR WITHOUT SGM AND THE BEST RESULTS ARE IN BOLD.

transferability on several target models, including MPT-7B [94],
Pythia-12B [95], Vicuna-13B [93], and Stable-Vicuna-13B [96].

As shown in Table VIII, incorporating SGM consistently
improves the attack success rates across all target models. These
results demonstrate the generalizability of SGM beyond the vi-
sion domain, highlighting its potential as a transferable gradient
modulation framework across modalities.

IX. CONCLUSION

In this paper, we have identified a surprising property of the
generalized “skip connections” used by many state-of-the-art
deep models, that is, they can be easily used to generate highly
transferable adversarial examples. Starting from ResNet-like
models in vision domains, we propose the Skip Gradient Method
(SGM), which enhances transferability by biasing backpropaga-
tion to favor gradients flowing through skip connections while
attenuating those from residual modules via a decay factor.
Further, we generalize SGM to a wide range of architectures, in-
cluding Vision Transformers, models with varying-length paths
(e.g., Inception, NAS-based models), and even large language
models. Extensive experiments across these diverse settings
consistently demonstrate that SGM leads to a substantial boost
in adversarial transferability, including in challenging scenarios
such as targeted attacks, ensemble-based attacks, and against
defense-equipped models. In addition to empirical evaluations,
we provide both theoretical analysis and interpretability-based
insights to understand the mechanism behind SGM’s effective-
ness. Our findings highlight an important link between architec-
tural design and adversarial vulnerability, pointing toward the
design of more secure and robust model architectures.
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